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Class names for keys from HKLM\SYSTEM\CCS\Control\Lsa

HKLM\SECURITY\Cache

HKLM\SECURITY\Policy\Secrets

HKLM\SECURITY\Policy\Secrets
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Classic Data Protection API

Based on the following components:

Password, data blob, entropy

Is not prone to password resets! 

Protects from outsiders when being in offline access 

Effectively protects users data

Stores the password history

You need to be able to get access to some of your passwords 
from the past

Conclusion: OS greatly helps usto protect secrets
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Getting the: Classic DPAPI Secrets 
DPAPI (classic)

A. MasterKey

1. pwdhash = MD4(password) or SHA1(password) 

2. pwdhash_key = HMACSHA1(pwdhash , user_sid ) 

3. PBKDF2(é, pwdhash_key ,é), another elements from the file. Windows 10 no domain: SHA512, 

AES- 256, 8000 rounds

4. Control ïHMACSHA512

B. CREDHIST 

1. pwdhash = MD4(password) or SHA1(password) 

2. pwdhash_key = HMACSHA1(pwdhash , user_sid ) 

3. PBKDF2(é, pwdhash_key ,é), another elements from the file. Windows 10 no domain: SHA512, 

AES- 256, 8000 rounds

4. Control ïHMACSHA512

C. DPAPI blob Algorithms are written in the blob itself.
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Classic DPAPI Flow: getting the 
ǎȅǎǘŜƳΩǎ ǎŜŎǊŜǘǎ όŜŀǎȅύ
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IIS Configuration / Application Pools

Used to group one or more Web Applications

Purpose: Assign resources, serve as a security sandbox

Use Worker Processes (w3wp.exe)

Their identity is defined in Application Pool settings

Process requests to the applications

Passwords for AppPoolidentity can be õdecryptedõ even offline

They are stored in the encrypted form in applicationHost.config

Conclusion: IIS relies itõs security on Machine Keys (Local System)
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DPAPI + AD
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BackupKey(masterkey)

Decrypted masterkey

01 00 00 00 d0 8c 9d df 01 15 d1 11 8c 7a 00 c0

4f c2 97 eb 01 00 00 00 ......

G$BCKUPKEY_PREFERRED

G$BCKUPKEY_940db612-ee8f-4a31-84b3-8f80c25be855

Scenario: offline changed user

password or local masterkeycanõtbe 

decrypted
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Cached Logons

There is actually not much of a difference with XP / 

2003!

No additional salting. 

PBKDF2 introduced a new variable: the number of 

iterations SHA1 with the same salt as before (username). 


